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Agenda «  Azure Global Infrastructure
« Inside an Azure Datacenter

« The life of a packet



Global Infrastructure






Azure region
architecture Geography

Geography
 Discrete market with two or more regions Region 1 Region 2

* Meets data residency and compliance Availability

requirements

 Fault-tolerant to protect from complete
region failure
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Region
» Set of datacenters within a metropolitan area

Zone 1

* Network latency perimeter <2ms Availability Availability

Availability Zones

* Unique physical locations within an Azure region
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» Each zone is made up of one or more DCs

* Independent power, cooling and networking Zone 2 Zone 3
* Inter-AZ network latency <2ms

 Fault-tolerant to protect from datacenter failure



Region: France Central
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I Enterprise Peering ® |nternet Peering
Reg I o n a I (Private) h z‘ (Public)
Networks

Express Internet
Edge Route Peers
» Connects Region to Internet and
Enterprise peers Edge
Regional Network Gateway MS WAN ,\ / MS WAN
* Massively parallel, hyper scale DC = _____ 74’_\_\_ el m
interconnect i i i iy
1 1
» Space and power protected i i i . ! i !
i Region X i Region Y i Region Z i
. R L RS
Datacenters Virtual Network Virtual Network

* Small, Medium or Large (T-shirt sizes)
« Only contains server racks, DC network =~ pmmmmmmmmmmms oo o e e o oo o s s s SO S Sn g m o

* RNGs are sized to support growing the
region by adding data centers

Virtual
Network



OneWAN is better than two: Unifying a split WAN architecture

Regional gateway

= 8074 network (SWAN)

Inter-datacenter

= 8075 network (Core)

User facing traffic

Swan (SDN) Core (RSVP-TE)

https://www.microsoft.com/en-us/research/publication/onewan-is-better-
than-two-unifying-a-split-wan-architecture/



https://www.microsoft.com/en-us/research/publication/onewan-is-better-than-two-unifying-a-split-wan-architecture/
https://www.microsoft.com/en-us/research/publication/onewan-is-better-than-two-unifying-a-split-wan-architecture/

Azure Networking overview

DC hardware Services

* Virtual Networks
* Load Balancing
* VPN Services

* Firewall

» DDoS Protection

* DNS and Traffic
Management

* SmartNIC/FPGA
* SONIC

ol - I
Y ¥

Azure region ‘A’
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Azure region ‘B’

Intra-region

* DC Networks

* Regional
Networks

* Optical
Modules

Regional
network

Regional
network

Regional
network

Regional
network

WAN backbone

» Software WAN
* Subsea Cables
* Terrestrial Fiber

» National
Clouds

Microsoft
WAN

CDN

» Acceleration
for applications
and content

CDN
Cable
Edge Carrier
ExpressRoute Internet
exchanges
Edge and
ExpressRoute

* Internet Peering
* ExpressRoute

Last mile

* E2E monitoring
(Network Watcher,
Network Performance
Monitoring)

Consumers

Enterprise,
SMB, mobile

Enterprise DC/
Corpnet



Inside Datacenter
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Azure Networking Physical Layout

Regional Hub | | Long-haul Links

Data Center

https://www.microsoft.com/en-us/research/publication/empowering-azure-storage-with-rdma/



https://www.microsoft.com/en-us/research/publication/empowering-azure-storage-with-rdma/

Software for Open
Networking in the

Cloud (SONIC)

Native Linux
* Native Linux kernel
* Leverage Unix networking stack

Containerized
* Quick feature release and bug fix
* Hitless upgrade without customer impact

Open Sourced
* On GitHub with Apache License
* Build on top of SAI

Rich ecosystem
* Platform/ASIC Agnostic

Application & Management tools

*dOCka CAN@NICAL v

Mellanox Alibaba Group QQSUO-
Metaswitch
ISR & Microsoft m Tencent iR

SONIC [Software For Open Networking in the Cloud]

ARiSTA AN n Lnerta  Inventec A=

- |||l||||| s )
BoooEaEoE (dngrasys cisco.  # Celestica- ALPHA

2 B sarercor

NETWORKS

SAl [Switch Abstraction Interface]
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https://github.com/sonic-net/SONIC



https://github.com/sonic-net/SONiC

Life of a packet
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Azure servers: General purpose Benst

I RAM <«— Cores

:illka_i "y

l|l|l|_
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Gen 2 odzilla Intel Gen 6 Optimized Gen 6 AMD Gen 6 Intel Gen 7 AMD Gen 7 Beast Beast v2
2 2x26 2 x 32 core
Processor 2 x 6 Core 2.1 GHz Processor 2 x 16 Core 2.0 GHz Processor 2.;655)?6[(6 24 Core Processor gk);lzatectraeke Processor ij:;liscore Processor Caxscadceo{:ke Processor Rome Processor 4 x18 Core 2.5 GHz Processor 8 x 28 Core 2.5 GHz
Memory 32 GiB Memory 512 GiB Memory 768GiB DDR4 Memory 192 GB DDR4 Memory 512 GB DDR4 Memory 576 GB DDR4 Memory 768 GB DDR4 Memory 4096 GiB Memory 12 TiB
. . . a " Hard Drive None Hard Drive None
| Hard Drive None Hard Drive None Hard Drive None Hard Drive None Hard Drive None
Hard Drive 6 x 500 GB Hard Drive  None on
4 x 960 GB M.2 SSDs 4 x2TB NVMe, 1 x 4 x2TB NVMe, 1 x
sSD None SSD 9 x 800 GB SSD and 1x 960 GB SATA SSD 5x 960 GB M.2 NVMe SSD 7 x 960 GB M.2 NVMe SSD 7 x 960 GB M.2 NVMe SSD 7 x 960 GB M.2 NVMe SSD 960 GB SATA SSD 960 GB SATA

NIC 1Gb/s NIC 40 Gb/s NIC 40 Gb/s + FPGA NIC 40 Gb/s + FPGA NIC 50 Gb/s + FPGA NIC 50 Gb/s + FPGA NIC 50 Gb/s + FPGA NIC 40 Gb/s NIC 50 Gb/s



Azure Host OS

Mulitmedia

UWP Programming

Graphics

OneCoreUAP

Long story short T
+ Headless (no GUI) — console only WiFi Stack
» Supports x86, x64 & ARM architectures

* Mainly C++, Python & Rust W | e e R e e e e e B oae D e rae o e e Ry e

. ~?8O MB ’ . Authorization
Services

 Disable unused drivers and features such a print

spooler, etc. Crypto
* Minimal set of server roles
Patching .
* VM PHU (~30s)

* Hypervisor Hot Restart < 1s

Win32 API

Subset

Onefore

e Details

https://techcommunity.microsoft.com/t5/windows-os-platform-
blog/azure-host-os-cloud-host/ba-p/3709528



Azure%20Host%20OS%20Update%20with%20Hypervisor%20Hot%20Restart
https://techcommunity.microsoft.com/t5/windows-os-platform-blog/azure-host-os-cloud-host/ba-p/3709528
https://techcommunity.microsoft.com/t5/windows-os-platform-blog/azure-host-os-cloud-host/ba-p/3709528

Azure compute architecture

ARM (Azure Resource Manager)

Global
Regional
Cluster
Send goal
state
Node

network
resources

Inventory
sync

AllocateNtwkResources

\_

DCM

NRP resource

info from

Inventory
sync

Inventory
sync

orchestration
Request RNM gets

NSM pushes
CA:PA mappihgs
RNM toRDS CDS pulls
makes from RDS
network
object
updates
\4

LBProgramming

Ntwk
programmin

Send goal Send goal
\L/ state $ state NMAgent pulls from
4 v CDS
Tenant Datacenter
Network
Manager Manager agent
agent agent g

AN

NSM pushes VIP

ranges to USLB
SLB finds it
VIP ranges
from USLB

SLBHP is
configured
with SLB
endpoint ),

Load
balancer
agent




Node / Host

eIl lli CR@elali(ell[I—— Goal State —>
N IWEICHIEONEIEI@—— Goal State —>
WU CIMYEREf—— Goal State —>

100.33.88.5

Node Agent n n
vNIC 10.1.0.4 vNIC 10.1.0.4
Load Balancer Agent
Network Manager Agent n n
lRmes vNIC 10.4.0.22 vNIC 10.1.0.5
ACLs, Routes, Meters
Virtual Network PA-CA n n
Load Balancing vNIC 10.4.0.99 vNIC 10.1.0.6
vSwitch VFP Host




Packet Encapsulation

Policy lookup:
VM 10.1.1.22 is
on host with PA
100.33.88.12

Src: Dst:

100.33.88.5

vNIC 10.1.0.4 vNIC 10.1.0.4

vSwitch VFP

N 5/ 10033.885 | Dst 100.33.88.12

vNIC 10.1.0.22 vNIC 10.1.0.22
l—

vSwitch VFP

Packet is on
Purple Vnet:
Decap

100.33.88.12

L3 Forwarding Policy

Virtual Network
Controller




VFP - Virtual Filtering Platform

Centralized Control Plane
Layer-Specific SON Controllers

Security Controller
(Croate, Doploy, Modify, Deleto)

Ananta Manager
Manage VIP and Sec Ports
[NAT & LoadBalancer)]

" L m
s

Physical Host
IP Address: 10.100.0.10 - Provider Address {PA]
Host O {Parent Partition) | VM vr-cate (Child Partition)
B WNIC: vm-cale154
Extensible vswitch DIP: 10.0.0.4 / VIP: 1.2.3.4
Network Virtual Seryice Provider - V5P . MAC: 8011:1001 cafe
vPort1 Port3 VPort3 vPortd Synthetic Data Path lnwscm
2 5 i fewic)l [WMBus] g
] '
Virtual Filtering Platform - VFP ; !
vSwitch Fmenm Extension .- -
= Metering Layer
Bllling/Monitoring
Conditions SO [ e e e S e e A e e s
Source: Any
Destination: Ary Meter 1
ACL Layer
? Statefull ACLs Host Agent »—
< - s Tyt (NSG)
Conditions DDA I | Gonn memmeome<err e i as e mm m e = e
Inbound Infrastructure Rule
Priority: 65000
Name: AllowVnetinBound
Part: Ay, Protacol: Any Alloril 0
Source: VirtualNetwork
Destnation: VirtualNatwork e e e e g A S 2]
— NAT Layer
'QP VPO Host Agent
M,I' e :
| cwdmons AU Wl T T T e e T SRR
Source IP: 0.0,0.0/0 N R
Destination 17 1.2.3.4 (vip) | DNVAT: 10.0.04 4. \ \Nat Layer [RDID:8011]
S ' ’ CIOR Range: 10.0.0.0/16 Host Agent
Match Action Yable for Stateles YNET Layer o - o S Name: vnet-nwkt |
Rule Encapsulation/Decapsulation :
Conditions _Action \, Snet 1D [SNID: 1001] :
Souree 19 Remote Host —— 10.0.0,0/24 Host Agent =
Destination IP: Local Host late Name: spet-nwkt-1 :
Encapsulation: VXLAN Ps
i
Dafault vPort to and -
from Hardware NIC

{Create, Modify & Delete

Diractory Sarvice
Customer Address [CA)
Provider Address (PA)

https://nwktimes.blogspot.com/2023/01/azure-host-based-sdn-part-1-vfp.html



https://nwktimes.blogspot.com/2023/01/azure-host-based-sdn-part-1-vfp.html

vm-west

; vm-west/47
1 10.,0.0.4

vm-nva-nic-west

e
eth1] &

vm-nva-fw

leth2|

10.0.0.5

ﬁ- — <snet-west: 10.0.0.0/ 24} = '

vm-nva-nic-east

vm-east869
10.0.1.5 10.

m» -~ {snebeast: 10.0.1.0/24} = n

nvm-east

0.1.4

[ vSwitch | [ vSwitch | [ vSwitch | VSwitch |
VEP ~ VFP \ VEP | VP ]

o 4 | ()

@ Stateful FW | Stateful FW l@
r-‘é""{ Routing | Routing }f""%‘":
. G-+ SNAT/ANAT | [ SNAT/dNAT }+---4D> |
‘ 1 i
:<€(-->----+Encap/0ecap.| vnet-nwkt: 10.0.0.0/16 | Encap/'Decap}----é-E"

: | o

¥ | e il
UFT UFT | UFT | UfT |

Host-A Host-B Host-C

PA:1.1.1.1 PA:2.2.2.2 PA:3.3.33

https://nwktimes.blogspot.com/2023/04/routing-in-azure-subnets.html



https://nwktimes.blogspot.com/2023/04/routing-in-azure-subnets.html

More information

. The Cost of a Cloud: Research Problems in Data Centers Networks
. http://research.microsoft.com/~dmaltz/papers/DC-Costs-CCR-editorial.pdf

= VL2: A Scalable and Flexible Data Center Network

. https://www.microsoft.com/en-us/research/publication/vi2-a-scalable-and-flexible-data-center-network/

= Towards a Next Generation Data Center Architecture: Scalability and Commoditization
. http://research.microsoft.com/~dmaltz/papers/monsoon-presto08.pdf

=  DCTCP: Efficient Packet Transport for the Commoditized Data Center

. https://www.microsoft.com/en-us/research/publication/data-center-tcp-dctcp/

=  The Nature of Datacenter Traffic: Measurements and Analysis
. https://www.microsoft.com/en-us/research/publication/the-nature-of-data-center-traffic-measurements-and-

analysis/
=  What Goes into a Data Center ?
https://www.microsoft.com/en-us/research/publication/what-goes-into-a-data-center-sigmetrics-2009-tutorial/



http://research.microsoft.com/~dmaltz/papers/DC-Costs-CCR-editorial.pdf
https://www.microsoft.com/en-us/research/publication/vl2-a-scalable-and-flexible-data-center-network/
http://research.microsoft.com/~dmaltz/papers/monsoon-presto08.pdf
https://www.microsoft.com/en-us/research/publication/data-center-tcp-dctcp/
https://www.microsoft.com/en-us/research/publication/the-nature-of-data-center-traffic-measurements-and-analysis/
https://www.microsoft.com/en-us/research/publication/the-nature-of-data-center-traffic-measurements-and-analysis/
https://www.microsoft.com/en-us/research/publication/what-goes-into-a-data-center-sigmetrics-2009-tutorial/

Thank you!
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